University for the Creative Arts
Data Protection Policy and Procedures
This Data Protection Policy (“Policy”) regulates the way in which the University for
the Creative Arts (“the University”) obtains, uses, holds, transfers and otherwise
processes Personal Data about individuals and ensures all of its employees and
students know the rules for protecting Personal Data (as defined below). Further,
it describes individuals' rights in relation to their Personal Data processed by the
University.
The University has practices in place in relation to its handling of personal
information to ensure that the University and its employees are acting in
accordance with UK laws and regulatory guidance. These practices, together with
this Policy, and the Information Security policy, ensure that all employees of the
University fully understand the University’s obligation to abide by the data privacy
laws and regulations of the UK.
The University expects the highest standards of compliance from its contractors,
consultants and service providers. The obligations on and expectations of staff in
this Policy, apply equally to contractors, consultants and service providers.
1.

What is Personal Data?

1.1

“Personal Data” is any information (for example, a person’s name) or
combination of information about a living person which allows that living
person to be identified from that information (for example a first name
and an address).

1.2

Examples of
day-to-day
addresses),
performance

1.3

The laws governing how we can use Personal Data apply whether the
Personal Data is stored electronically (for example, in emails, on IT
systems, as part of a database or in a word processed document) or in
structured paper records (for example, in paper files, card indexes or
filing cabinets).

2.

What is the Data Protection Act 1998 and why is it important to
the University?

2.1

The University has to comply with the requirements of the Data
Protection Act 1998 (“DPA”) in respect of the Personal Data it holds about
its students, staff and other individuals. It is the responsibility of all
members of the University to ensure compliance with the DPA when they
deal with Personal Data.

2.2

Data protection laws are enforced in the UK by the Information
Commissioner's Office ("the ICO"). The ICO can investigate complaints,
audit the University's use of Personal Data and can take action against
the University (and you personally in some cases) for breach of these
laws. Action may include making the University pay a fine and/or
stopping the use by the University of the Personal Data, which may
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Personal Data which may be used by the University in its
business include names, addresses (email and land
telephone numbers and other contact details, CVs,
reviews, payroll and salary information.

prevent the University carrying on its business. Institutions who breach
one or more laws in respect of the processing of Personal Data also often
receive negative publicity for the breaches which could affect the
reputation of the University and its business as a result.
2.3

The DPA requires the University to notify the ICO of the types of Personal
Data that it holds, the categories of individuals for which it holds this
information, to whom it may be disclosed and the purposes for which
Personal Data is processed (“the Notification”). It also requires the
University to confirm if it transfers Personal Data outside of Europe.

2.4

The Policy explains how the University will comply with the requirements
of the DPA. Each University employee or Third Party is required to read
and comply at all times with this Policy. In this Policy a “Third Party” is
anyone who is not an employee of the University, for example agents,
external organisations, consultants, contractors, and service providers.
The Policy will not be incorporated into contracts of employment.
Additional guidelines will be available for staff.

3.

What activities are regulated by this Policy?

3.1

The University processes Personal Data (including Sensitive Personal
Data, see below for more information) on its employees, contractors,
students, business contacts, customers, suppliers and any other
individuals, including job applicants and former employees and students,
depending on the relationship with them, for a multitude of business
purposes, including:
•

education and support services to our students and staff,
including the administration of accommodation and tuition fees;

•

advertising and promoting the University and the services we
offer;

•

alumni relations

•

production of university publications;

•

research and development and fundraising;

•

managing our accounts and records and providing commercial
activities to our clients;

•

personnel record keeping and management;

•

employee
performance
development;

•

employee benefits and succession planning;

•

payroll and pensions, including returns, fund management and
accounting;

•

contract performance, including buying and selling goods and
services;

•

recruitment;

•

business and market development;

•

building and managing external relationships;

•

work and business project scheduling;

•

knowledge management;

management

and

professional

•

compliance programs and policies; and

•

other purposes required by law or regulation or notified to you
under separate policy documentation from time to time.

3.2

When we collect, store, use, disclose, update or erase Personal Data for
any of these purposes, this is called “Processing”. If you make use of
Personal Data (e.g. read, amend, copy, print, delete or send Personal
Data to another University, whether within the University or outside of
the University) this is also a type of processing and is subject to the
guidelines set out in this Policy.

4.

Data Processing

4.1

The University, all of its staff must ensure that all processing of Personal
Data carried out by the University is in accordance with the Data
Protection Principles and other obligations set out in the DPA, in
particular that:
•

all Personal Data must be processed fairly and lawfully;

•

Personal Data shall be obtained only for one or more specified
and lawful purpose(s);

•

Personal Data shall be adequate, relevant and not excessive;

•

Personal Data shall be accurate and, where necessary, kept up
to date;

•

Personal Data shall not be retained for longer than is necessary
for those purpose(s);

•

Personal Data shall be processed in accordance with the rights
of data subjects under the DPA;

•

appropriate security measures shall be taken against
unauthorised or unlawful Processing of Personal Data and
against accidental loss or destruction of, or damage to,
Personal Data; and

•

Personal Data shall not be transferred to a country outside the
European Economic Area unless an adequate level of protection
is in place.

4.2

The Data Protection Officer will be responsible for notifying the ICO of
any data processing carried out by the University and for ensuring that
the Notification is kept up-to-date and reviewed and renewed annually.
Two or more Data Control Officers will be responsible for supervising data
control and for assisting those processing Personal Data to comply with
this Policy. The names of the Data Control Officer(s) are recorded in
Appendix One.

4.3

If you become aware of any new or different use of Personal Data, or
wish to collect additional Personal Data, or to use it in a new way, you
must inform the Data Protection Officer in writing as soon as possible for
them to assess whether or not such change will comply with the DPA
and, if it does, so they may update the Notification in advance of such
change or otherwise as soon as possible.

4.4

Employees should not use University facilities to Process Personal Data
for purposes unconnected with their employment or for domestic or
personal purposes. Such processing is not covered by the University
Notification and in such cases each employee will be individually
responsible for compliance with the obligations under the DPA.

4.5

If the University receives any written or electronic correspondence from:
•

the ICO relating to the University’s data Processing activities;

•

any individual looking to exercise his/her rights under the DPA;

•

any individual wishing to complain about the University’s
processing of his/her Personal Data

such correspondence must be passed to the Data Protection Officer as
soon as possible and without delay.
5.

What does "fair and lawful use of Personal Data" mean?

5.1

One of the main data protection obligations requires the University (and
its employees) to process Personal Data fairly and lawfully. In practice,
this means that the University (and each employee) must comply with at
least one of the following conditions when processing Personal Data:
•

the individual to whom the Personal Data relates has consented
to the processing;

•

the processing is necessary for the performance of a contract
between the University and the individual;

•

the processing is necessary to comply with a legal obligation
placed on the University; or

•

the processing is necessary in order to pursue the legitimate
interest of the Data Controller (i.e. the University) and is not
unfair to the individual.

5.2

Reliance on these conditions must be discussed with the Data Control
Officer(s) prior to being relied upon. All new data processing activities
and projects involving the use of Personal Data must be approved prior
to being started as there are complex exemptions and other lawful
reasons for processing which may apply.

6.

What is a privacy notice?

6.1

When an individual gives the University any Personal Data about him or
herself, the University must make sure the individual knows:
•

that the University is responsible for the processing of their
Personal Data;

•

for what purposes that entity will process the Personal Data
provided to it for;

•

has sufficient information on any disclosures/transfers of that
information to third parties; and

•

Any other information that the individual should receive to
ensure the processing carried out is within his/her reasonable
expectations.

6.2

Providing this information is known as providing a "privacy notice". You
should give individuals appropriate Privacy Notices when collecting
Personal Data about them.

6.3

You should only process Personal Data in a manner and for purposes
consistent with the relevant privacy notice(s) provided to each relevant
individual.

6.4

Even with consent or if one of the other lawful reasons for processing
applies, the University cannot make any use it wants of Personal Data. All
the other rules explained in this Policy still have to be complied with. For
example, the University still has to satisfy the other requirements
described below in this Policy, such as making sure the information
collected is not excessive. Simply because a person has consented to
giving you their information does not override that restriction. Similarly
Personal Data must not be used in a way which would infringe another
law, for example, for bribery, or racial, age, sexual, or disability
discriminatory purposes. To do so would render its collection and use also
unlawful.

6.5

Where collecting Personal Data about an individual indirectly (e.g. from a
published source), the University must inform the individual that it holds
the data and the purposes for which that data will be used. You must
ensure there is suitable evidence that the provider has the lawful right to
disclose these details to the University for the envisaged use by the
University.

7.

Data Collection

7.1

The Data Control Officer(s) shall review annually:
•

the nature of information being collated or held to ensure there
is a sound business reason for doing so;

•

the length of time Personal Data is being held and whether this
complies with the University’s legal obligations;

•

whether Personal Data that is no longer required is being
securely deleted;

and determine (with assistance from the appropriate University
departments if necessary) that such use is compliant with the DPA.
7.2

Initial Personal Data is ordinarily obtained from job or course application
forms submitted to the University and thereafter principally from
employees and students themselves. Job and course application forms
will clearly state the purposes for which information will be used and
Personal Data will only be used in accordance with such information or
where legally required or lawfully permitted under the DPA.

7.3

Employees/students
should
not be
induced to
provide
information or be led to believe that a failure to supply

information requested by the University might disadvantage them
where this cannot be justified.
7.4

Wherever new Personal Data is to be collected, it is the responsibility of
the University (and those acting on its behalf) to ensure that it only uses
Personal Data for the purpose(s) for which such data was collected by the
University. Proposed changes of use will normally need to be notified to
the affected individuals and their consent to such new or varied use may
be needed.

8.

What is Sensitive Personal Data and what conditions need to be
met when dealing with it?

8.1

"Sensitive Personal Data" is Personal Data about a person's race or
ethnicity, their health, their sexual preference, their religious beliefs,
their political views, trade union membership or information accusing an
individual of any crime, or about any criminal prosecution against them,
and the decision of the court and any punishment. The Data Control
Officers can provide you with further information on what is Sensitive
Personal Data and you should comply with their advice in respect of that
data.

8.2

Where collected, Sensitive Personal Data should not be used unless
strictly necessary. Extra care must be taken with it (in addition to the
normal rules for Personal Data) and it must be kept more securely.
Additional restrictions are placed on top of the lawful reasons for
processing Personal Data mentioned above. For example, it is difficult to
lawfully use such details without the consent of the individual, which has
to be explicit, free, voluntary, in writing and obtained prior to processing
any Sensitive Personal Data.

8.3

The University does not generally seek to obtain Sensitive Personal Data
unless:
•

the individual concerned agrees in writing that we may do so,
on the basis of a full understanding of why the University is
collecting the data;

•

the University needs to do so to meet its obligations or exercise
its rights under employment law; or

•

in exceptional circumstances such as where the processing is
necessary to protect the vital interests of the individual
concerned (i.e. in "life or death" circumstances).

8.4

Employees should note that the "legitimate interest" criteria described
above (in clause 5.1) alone is not enough to process Sensitive Personal
Data.

8.5

Sensitive Personal Data should not be emailed or disclosed unless
measures are taken to encrypt or otherwise secure that information due
to the potential for harm or distress if the email is received by
unintended recipients or otherwise goes astray. Sensitive Personal Data
should be collected and used as little as possible, be subject to more
limited and strictly need to know access and used subject to greater
security measures than other details.

9.

Disclosure of Data

9.1

To ensure compliance with the DPA and in the interests of privacy,
employee/student confidence and good employee/student relations, the
disclosure and usage of information held by the University is governed by
the following conditions:
9.1.1

Save for statutory compliance or as permitted by the DPA, it
must only be used for one or more of the purposes specified in
the Notification to the ICO and as notified to or reasonably
expected by the relevant individuals.

9.1.2

Provided
that
the
identification
of
individual
employees/students is not disclosed, aggregate or statistical
information may be used in accordance with the ICO’s Code on
Anonymisation to respond to any legitimate internal or external
requests for Personal Data, e.g. HEFCE returns, workplace
surveys, market research, academic research (see also
paragraph 12). It must be made clear to individuals in advance
how their details may be anonymised and what the anonymised
details would be used for. The HESA collection notices which
provide information to students and staff about what happens
to their data when it is sent to HESA can be found here:
https://www.hesa.ac.uk/collection-notices.

9.1.3

Personal Data must not be disclosed, either within or outside
the University, to any recipient who is not authorised to receive
it, in any circumstances contrary to the obligations placed on
the University under the DPA (and in this Policy),or for any
purpose which is not authorised by the University’s Notification.
All disclosures must be proportionate, secure and on a need to
know basis as set out in this Policy. Disclosures to outside the
University can only be made if permitted by the DPA, such as
where necessary to perform a contract with the individual
concerned, or where necessary to meet the legitimate interests
of the University or intended recipient (provided always that
there is no unwarranted prejudice to any affected individual).

9.1.4

Special care is needed for details whose loss or misuse may
cause damage or distress (such as financial or identification
details which could be used in fraud or identity theft).

Requests for Personal Data
9.2

Members of staff processing Personal Data should seek guidance from
the Data Control Officer(s) if any doubt surrounds a request for Personal
Data, whether internal or external. Even where an individual requests
their own Personal Data, you must be certain you are dealing with that
individual (or someone properly authorised to act for them and have
evidence of that). Unless essential to comply with a court order or
statutory provision, all disclosures of Personal Data by the University are
voluntary and at its risk. Where a request is from a third party, such as
the police or a government department, the University must have an
audit trail to show any disclosure was fair, lawful and justified under the
DPA, as well as being proportionate to need.

9.3

Personal Data must not be provided to third parties verbally without
specific prior authorisation from the Data Protection Officer. Many
security breaches are by ‘blagging’ where a third party tricks an
employee into giving them Personal Data without any authorisation or
legal justification.
NB: External requests for information should be made in writing and
members of staff should be satisfied about the legitimacy of requests for
information and seek valid documentary evidence. In the case of a
request by an individual for their own Personal Data, the permitted £10
fee may be requested if appropriate (see below).

9.4

9.5

Requests for Personal Data by external recipients of data, which do not
require the consent of the data subject (but which must still be assessed
to ensure they are valid and lawful and justified) are:
9.4.1

requests made for the purposes of law enforcement (i.e. for the
prevention or detection of crime, the assessment or collection
of any tax or duty or the assessment or collection of any
liability via the Child Support Agency). Disclosure is only
allowed where failure to make disclosure would be likely to
prejudice one of those purposes. In all cases written evidence
must be obtained from the Police, Inland Revenue, Customs
and Excise and the Child Support Agency (as appropriate) as to
the purpose of the request.

9.4.2

requests in relation to any other compulsory legal processes;
again, appropriate written evidence must be obtained
beforehand.

9.4.3

requests, if urgently required, for the prevention of injury and
damage to health. If needed to protect the vital interests of
the employee/student, disclosure may be made without prior
consent.
Otherwise,
the
written
consent
of
the
employee/student must be obtained beforehand.

9.4.4

requests made by pension administrators, in order to
administer the University’s participation in various external
pension schemes.

Examples of requests for Personal Data by third parties, which do require
the consent of the data subject are:
9.5.1

requests from agents authorised by the employee/student who
is the subject of the Personal Data, for e.g. mortgage requests,
references.
Confirmation should be sought from the
employee/student, that the information is to be released and,
normally the employee/student’s written consent should be
obtained.

9.5.2

requests required by authorised officials or representatives of
recognised trade unions. Confirmation should be sought from
the employee, that the information is to be released and, if
possible, the employee’s written consent should be obtained.
NB: All staff should endeavour to restrict disclosures requested
from outside of the University to those required by law as much

as possible and should, at all times follow the University’s
security requirements detailed below.
9.6

See also section 12.8 on individual subject access requests for how the
University deals with such disclosures.

10.

Third party contractors

10.1

The University may use Third Parties to provide services to it - for
example, running its IT systems or to run a marketing campaign. Where
such Third Parties use the University’s Personal Data, special rules apply.
The University must have in place a written contract with that Third Party
which contains specific limitations on what they can do with the Personal
Data and places security obligations upon them. Please contact your Data
Protection Officer who will be able to provide you with the appropriate
wording to include. You must not contract with such a Third Party without
this wording being included. The University is responsible for their use of
its Personal Data and so this is important.

11.

Data should be necessary and accurate

11.1

The Personal Data you collect should be appropriate to and sufficient for
the relevant purpose(s) you are collecting it for, but not excessive for
that purpose(s). Only process the Personal Data which is necessary for
the task; minimise your use of Personal Data rather than maximise it.
Don’t collect and process more Personal Data than you really need. In
the end, it simply adds to the University’s compliance burden and storage
costs. For example, if you will never telephone someone at home, you do
not need their home telephone number.

11.2

Updating is required only “where necessary” on the basis that, provided
the University has taken reasonable steps to ensure accuracy (e.g.
asking the individual to provide accurate details, or to update them at
regular intervals, or taking up references), Personal Data held is
presumed accurate at the time it was collated. The University must
ensure details it inputs are accurate and are held in records in a
consistent manner.

11.3

All employees/students should be made aware in writing of the
importance of providing the University promptly with notice of any
change in personal circumstances and details.

11.4

Employees/students will be requested to update Personal Data on an
annual basis for the purposes of ensuring that the data is up-to-date and
accurate. Employees/students may be entitled to correct any details
although in some cases the University may require documentary
evidence
before
effecting
the
correction,
e.g.
by
seeking
examination/qualification certificates for amending qualification details.
The University is not obliged to make all changes or corrections
requested if it believes that the request is unreasonable e.g. it could lead
to an inaccurate record of events. In such cases, please liaise with Data
Protection Officer for assistance (please see below).

12.

Employees’/Students’ Rights

12.1

Employees/students are, at reasonable intervals (which the University
deems to be every six months) entitled to have access to Personal Data

held upon them which is not excluded Personal Data (see paragraph 6.9
below) (a subject access request, or SAR). A fee (£10) may be levied for
this service. They are also entitled to ask for and be informed of the
purpose(s) for which the Personal Data is or is intended to be used, its
source(s) and the likely recipient(s) (or classes of recipient).
12.2

Students are, in addition, entitled to access their own assessment results
and this information will normally be supplied routinely. Assessment
submissions are expressly exempted from data subject access rules. This
means that the University is under no obligation to permit candidates to
have access either to original scripts or to copies. Assessors’ comments,
whether made on the assessed submission or in another form that allows
them to be held and applied to the original script are not exempt. Staff
should ensure that comments are capable of being reproduced for a
student in a meaningful form on an assessment feedback form.

12.3

Students will have access to minutes of assessment boards that contain
discussion about them where candidates are referred to by identifiers
from which they may be identified, unless that Personal Data cannot be
disclosed without additionally disclosing Personal Data about a third party
which it would not be reasonable to disclose.

12.4

Assessment results may be disclosed to third parties on notice boards
specified for the purpose. Identifiers rather than names must be used
and students should be given an explanation in advance of where and
how they should expect their results to be posted. Students should be
given the right to object to their results being displayed if such disclosure
will cause them damage – for example if their whereabouts would be
made known and this would put them at risk.

12.5

Assessment results must not be given over the phone.

12.6

The University will comply with a request from a student to supply a
record of his or her assessment results or comments either five months
from the date of the request or forty days from the date on which the
results were first announced, whichever is earlier.

12.7

The recipient of a subject access request from an employee/student must
immediately refer it to the relevant Data Control Officer. The request
must be in writing and the Data Control Officer must respond promptly
on behalf of the University and in any event before the end of 40 days
from the date on which the request was first received (subject to
paragraph 12.6). This is however, conditional upon the Data Control
Officer being provided with sufficient information to identify the relevant
employee/student and, where the Personal Data is unstructured, to
locate that unstructured information. The University is allowed to charge
a fee for providing this information of up to £10 for each request. In the
case of current employees the University will waive this charge for the
time being. In the case of current students, the University reserves the
right to charge a fee of £10, depending on the extent of the Personal
Data requested. In using its discretion, the University will not be
unreasonable. Access to records such as an enrolment form, assessment
results, a student transcript will not command a fee.

12.8

Certain Personal Data is excluded from the obligation to supply it in
response to a subject access request and will not be provided in response
to a disclosure request. These include:

12.8.1

confidential references given by the University when these
relate to the education, training or employment of staff or
students;

12.8.2

Personal Data processed for the purposes of management
forecasting or management planning to the extent that
disclosure would be likely to prejudice the conduct of that
business or activity only;

12.8.3

Personal Data which consists of records of the intentions of the
University
relating
to
any
negotiations
with
the
employee/student to the extent that disclosure would be likely
to prejudice those negotiations only;

12.8.4

If, in order to comply with a disclosure request, the University
would need to disclose information relating to an identifiable
third party then disclosure is not required unless the third party
consents or it is otherwise reasonable to comply with the
request without such third party consent. If the information
sought is a health record and the third party concerned is a
health professional who has compiled or contributed to that
health record or has been involved in the care of the data
subject in his capacity as a health professional then disclosure
should be made.

12.9

In addition to seeking disclosure of information, an employee/student is
also entitled to request that the University does not process data
concerning him/her where this will cause or be likely to cause substantial
and unwarranted damage or distress, either to the employee/student
concerned or to a third party. Such a request will need to be submitted
in writing and, where possible, will be agreed by the University. Upon
receipt of a written request from an employee a Data Control Officer will
write to the employee/student within 21 days confirming that the request
will be upheld or giving reasons why it will not.

12.10

The employee/student will not be able to prevent processing if
processing is necessary for compliance with any legal obligation or
necessary to protect the vital interests of the employee/student or
necessary for the performance of a contract to which
employee/student is a party.

12.11

An employee/student who feels that he/she has, or is likely to suffer
damage as a result of either inaccuracy in the Personal Data held by the
University or as a result of unauthorised disclosure of information must
notify a member of the Human Resources Department/Academic Registry
in writing immediately. Where appropriate, the University will correct or
erase that information or indicate that the information is contested by the
employee/student.

12.12

In the event of a complaint in relation to this Policy, students should use
the official Complaints Procedure published in their course handbooks,
whilst employees should use the Grievance Procedure.

12.13

In some cases Personal Data is held by the Student Union or student
societies within the Union. The University looks upon the Student Union
as an autonomous body and in such capacity the University expects the
Student Union to be responsible for the notification of Personal Data to

the
it is
it is
the

the Information Commissioner. The Data Controller will liaise with a
member of the Student Union to try to ensure that Personal Data is
properly notified.
13.

Security

13.1

This Policy should be read with the Information Security Policy and
Records Management Policy.

13.2

In order to prevent unauthorised disclosure of or access to Personal Data,
the following security measures will be required in respect of the
processing of any Personal Data:
13.2.1

Access to Personal Data on staff and students is restricted to
those members of staff who have a legitimate need to access
such data in accordance with the University’s Notification.

13.2.2

Members of staff authorized to access Personal Data under
paragraph 13.2.1 above, will be allowed to do so, only in so far
as they have a legitimate need and only for the purposes
recorded in the Notification.

13.2.3

All persons processing Personal Data and individuals requesting
access to Personal Data in accordance with this Policy must
have familiarised themselves with this Policy and the
Information Security Policy and it will be the task of the Data
Control Officers to ensure that all such personnel are
thoroughly trained in their use.

13.2.4

Access to computer held electronic Personal Data is subject to
the same restrictions as above save that all staff authorised to
access Personal Data will be required to have passwords in
order to access the data. These passwords will be changed at
regular intervals to ensure security is maintained. Disclosure
of a password to any other employee will result in a
formal disciplinary investigation.

13.2.5

All Personal Data will be stored in such a way that access is
only permitted by authorised staff. This includes Personal Data
stored in filing cabinets and other storage systems. Acts or
omissions by employees which lead to unauthorised
access or disclosure will lead to a formal disciplinary
investigation.

13.2.6

Personal Data should be transferred under conditions of
security commensurate with the anticipated risks and
appropriate to the type of personal or sensitive Personal Data
held. Sensitive Personal Data (or data whose misuse or loss
may cause substantial damage or distress) must not be
emailed unless encrypted. It should not be emailed to
‘distribution list’ emails without prior written authorisation from
a Data Control officer. Wherever possible do not email
attachments containing Personal Data, especially sensitive
Personal Data. Instead, wherever possible require people to
access the Personal Data in secure systems, using their
authorised access details.

13.2.7

Extra care is needed to secure Sensitive Personal Data because
more damage is likely if it is lost. For example, if details of an
individual’s medical condition got into the wrong hands it would
be very distressing for that individual. Be especially careful if
you want to send Sensitive Personal Data to another person whether that is by fax or email - that it is sufficiently secure
and can only be received and accessed by the intended
recipient. A password protected attachment is not enough.

13.2.8

Personal Data held electronically must be appropriately
protected, backed up and stored securely to avoid incurring
liability to individuals who may suffer damage or distress as a
result of the loss or destruction of their Personal Data.

13.2.9

Any disposal of Personal Data will be conducted in a secure
way, normally by shredding or security waste. All computer
equipment or media to be sold or scrapped must have had all
Personal Data completely destroyed, by re-formatting, overwriting or degaussing.

13.3

The University also recognises that adequate security is important where
it arranges for outside service providers to process Personal Data on its
behalf. Where such arrangements are established by the University,
service providers must be bound by written contracts to protect the
Personal Data provided to them.

14.

Third Parties

14.1

Any Personal Data which the University receives and processes in relation
to third parties, such as visiting academics, suppliers, landlords,
employers, alumni, enquirers and other individuals on mailing lists etc.
will be obtained lawfully and fairly and dealt with in accordance with the
principles and conditions of the DPA and this Policy.

15.

Transfer of Data outside the European Economic Area

15.1

It is a requirement of the DPA that Personal Data shall not be transferred
to any country or territory outside of the European Economic Area unless
that country or territory ensures an adequate level of protection for the
rights and freedoms of data subjects in relation to the processing of
Personal Data. ‘Transfer’ for this purpose includes Personal Data being
physically or electronically sent, being located on a server abroad, or
even if on a server in Europe, being remotely accessed from abroad.

15.2

The University may allow information to be transferred outside of the EEA
where the recipient has been deemed by the EU Commission to offer
adequate safeguard for Personal Data, such as Switzerland.

15.3

The University may also transfer Personal Data outside the EEA to a
recipient:
15.3.1

outside the EEA who has entered into the relevant form of the
European Commission approved model data transfer terms with
the University; or

15.3.2

who has other arrangements which provide adequate safeguard
for the Personal Data, as recognised by the ICO. Please liaise
with Data Protection Officer for any queries about such
arrangements.

15.4

There are specific and very limited exceptions to the general rule which
may allow information to be transferred outside the EEA. These should
only be used where the above options are not feasible and only with the
prior consent of Data Protection Officer.

16.

Student use of Personal Data

16.1

Where students process Personal Data for the purposes of research or
study or in pursuit of an academic qualification, they should inform their
supervisor or unit leader. Members of staff directly supervising or
teaching such students should ensure that the Personal Data being
processed is adequately covered by the University’s Notification.
Guidance may be sought from the Data Protection Officer. Awareness of
the need to comply with this Policy should be promoted to students
through publications such as the ‘Dissertation Guidelines’.

16.2

If Personal Data processed by students is not covered by the University’s
Notification, staff must make students aware that such processing will be
deemed to be for the students’ own personal or domestic purposes and
the processing will be exempt from notification by the University. Staff
shall make such students aware of what students need to do to comply
with the Data Protection Act and of the appropriate level of security
arrangements which attach to the particular set of Personal Data.

17.

Contractors and Suppliers

17.1

In certain circumstances it may be necessary to allow contractors or
suppliers access to Personal Data in the course of maintenance or repair
work.

17.2

In such circumstances, contractors should be documented and wear
some form of identification. They should be restricted from unnecessary
admittance to areas where Personal Data is held or processed and, if
necessary, required to sign nondisclosure agreements, if access to
Personal Data is unavoidable.

17.3

The University is obliged to put ‘appropriate technical and organisational’
security measures into place, as part of complying with this obligation, if
the University decides to appoint a third party Data Processor to process
Personal Data on its behalf then:
17.3.1

the University must enter into a written contract with the Data
Processor to confirm the third party’s appointment as Data
Processor;

17.3.2

the contract must state that the Data Processor will only use
the Personal Data in accordance with the University’s
instructions; and

17.3.3

the contract must state that the Data Processor is to keep the
Personal Data secure in accordance with its obligations under
the Seventh Data Principle under the DPA.

17.4

In addition, it is best practice (and the Information Commissioner would
expect) additional commercial restrictions relating to audit enforcement
and security breach to be in place. You must liaise with the Data Control
Officer before authorising any contractor or supplier to collect or use
Personal Data for the University (or to supply Personal Data to the
University) to enable the Data Control Officer to ensure that
the
arrangement complies with the DPA and that any necessary contractual
terms are in place.

18.

Staff use of Personal Data off-site, on home computers or at
remote sites

18.1

Employees processing Personal Data off-site should comply with the
obligations set out in the University’s Information Handling Policy and the
University’s Information Security: mobile working and remote access
policy and other relevant policies, in particular with regard to obtaining
the necessary authorisations.

18.2

Employees should at all times:
18.2.1

attempt to minimise the amount of Personal Data that is
processed off-site and only do so where absolutely necessary;

18.2.2

keep a record of all Personal Data taken off-site and when it
was returned;

18.2.3

never leave the Personal Data unsupervised or unsecured;

18.2.4

ensure they take reasonable precautions to prevent the
Personal Data from being accessed, disclosed or destroyed as a
result of any act or omission on their part; and

18.2.5

notify the Data Protection Officer immediately in the event of
any loss, damage, unauthorised access or theft thereof.

19.

Use of Personal Data in Research

19.1

The DPA provides certain exemptions for ‘research purposes’ including
statistical or historical purposes.

19.2

Provided that the purpose of research processing undertaken by staff and
students is not measures or decisions targeted at particular individuals
and it does not cause substantial distress or damage to a data subject,
then Personal Data may be:

19.3

19.2.1

processed for purposes other than for which they were
originally obtained;

19.2.2

held indefinitely;

19.2.3

exempt from the right of access by data subjects where the
results do not identify data subjects.

Most of the Data Protection Principles (set out in Schedule 1 of the DPA,
see section 2 above) still apply to Personal Data used for research
purposes and researchers should always provide clear guidance to
individuals whose Personal Data will be used in research as to why the

Personal Data is being collected, how it will be anonymised and the
purposes for which it will be used, including any potential consequences
for that individual.
20.

Collection of Personal Data from Web Pages

20.1

The University will provide the following information on any Web pages
designed to collect Personal Data:
20.1.1

The identity of the University as the responsible data controller
under the DPA;

20.1.2

the purpose(s) for which the Personal Data is being collected;

20.1.3

the recipients or classes of recipients to whom the Personal
Data may be disclosed;

20.1.4

an indication of the period for which the Personal Data will be
kept;

20.1.5

any other information to ensure that the processing is within
the ‘reasonable expectations’ of the individual data subject.

20.2

The University will provide users with the opportunity to opt out of any
parts of the collection of or use of the Personal Data that are not directly
relevant to the intended transaction.

20.3

If cookies are used at any time on a University website, additional
information on the type, proposed owner / data controller of all such
cookies must be provided in accordance with the Privacy and Electronic
Communications (EC Directive) Regulations 2003. Please liaise with the
Data Protection Officer for more details.

21.

Marketing

21.1

Special rules apply to marketing communications, especially by electronic
means, such as email. If you wish to send any marketing
communications, please liaise with the Data Control officers before
doing so to ensure such use complies with the DPA and the
Privacy
and
Electronic
Communications
(EC
Directive)
Regulations 2003.

21.2

As with other types of processing, the use of Personal Data for marketing
purposes must satisfy the fair and lawful use requirements set out above.
This means information notices must be given, and a lawful reason for
processing has to be satisfied. Typically, this will have to be consent. You
therefore should not use Personal Data to contact individuals for
marketing purposes (including sole traders and individual members of
business partnerships) by email, text or similar unless the individual has
consented to marketing use.

21.3

Individuals have a right to decline postal marketing. Where marketing is
to be by email, text or similar electronic means, normally their consent is
needed and must clearly cover marketing by email, text or similar.
Special rules apply to when consent is needed and how consent is
obtained (for example, whether individuals can “opt out” of or “opt in” to
receiving marketing) depending on the type of marketing contemplated

and the means of communication with the individual. Special rules apply
to facilitate prompt action regarding objections to marketing.
21.4

It is advisable to check the scope of any marketing consent you are
relying upon, particularly if you are sending information relating to other
group companies, Third Parties or contemplating sharing the Personal
Data with a Third Party to allow them to do so. If you are obtaining
Personal Data from a Third Party for marketing use, then you should
check that the consents they have obtained permit disclosure to the
University and the intended processing by the University.

21.5

You must promptly comply with any request by an individual not to
receive direct marketing (where it is addressed to them) or their choice
not to receive marketing by a particular method (for example, post, fax,
telephone, email or text messaging).
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